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1 INTRODUCTION
1.1 PURPOSE

The New York State Education Department (SED)has the responsibility for developing and
implementingan effective data privacyand information securityprogram.Thispolicy documentis
a critical componentof the programasit outlines theminimumrequirementsnecessary te@nsure
the confidentiality, integrity, and availabilityof SEDInformation Technology(IT) assetsand data.
Thisincludesall SEDnformation systemsand communicatiometworks,whether owned,leasedor
rented by SEDandthe information stored, processedandtransmittedon or by thesesystemsand
networks.Thispolicyshallbe publishedon SED’svebsite.

1.2 OBJECTIVE

Theobjectiveof this policyis to addressSED’sesponsibilityto adopt appropriateadministrative,
technicaland physicakafeguardsndcontrolsto protectandmaintainthe confidentiality,integrity
and availabilityof its IT assets 2i0fHiTj/TT4 1 Tf0.0019 Tc 3.216 0 Td [(.060019 Tc 3.216 0 Td [(.0600
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Thelnformation SecurityCommittee,led by the CISOwith leadershiprepresentationfrom
acrossSEDmust meet regularlyto discusghe information securityprogram,requirements,
andrisksconcernsasoutlinedin the Information SecurityCommitteeCharter.

x TheDeputy Commissionersre responsiblefor implementingprivacyand securitypolicies
and practicesinto the operationsof their programofficesand the Department,including
strategicplanning,budgetplanning,and organizationarchitecture.

3 GOVERNANCE

SEDshalldevelop,implementand maintainan organizationwide privacyand securityprogramto
addressthe confidentiality,integrity and accessibilityof SEOT systemsand data that supportthe
operations and assetsof SED,including those provided or managedby another organization,
contractor,or other source.

3.1 ACCEPTABLEBSEPOLICYUSERACCOUNTPASSWORMIPOLICYAND OTHER
RELATEDEPARTMENAOLICIES

X Usersmustcomplywith NYSEDformation SecurityPolicy whichoutlinesthe
responsibilitief all usersof SEDnformation systemso maintainthe securityof the
systemsandto safeguardhe confidentialityof SEDnformation.

x Usersmustcomplywith the AcceptabldUseof IT Resource®olicyin usingDepartment
resources.

x Usersmustcomplywith the UserAccountPasswordPolicy.

x Allremote connectionanustbe madethrough managedpoints rofentryin accordance
with the DataPrivacyand SecurityGuidelinedor RemoteWork and TelecommutingPolicy.

3.2 DATAPRIVACY

X Theconfidentialityof SEOdatamustbe protectedand mustonly be usedin accordance
with state andfederallaws,rulesandregulations,and SEDpoliciesto prevent
unauthorizeduseand/or disclosure.

x SED’'€hiefPrivacyOfficerleadsthe DataPrivacyGovernancdBoard. TheDataPrivacy
GovernancaBoardreviewsapprovesand/or providesguidanceto SEDprogramoffices
whenthe collection,disclosurepr new processingf personalinformation protected by
law is contemplated.

X Whererequiredby law,
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X Theseduties and/or administrativefunctionsmust be capturedin the risk assessmentor
eachrespectiveinformation systemthat collects,maintains,uses,and/or sharespersonal
information.

X Wheretechnicallyfeasible,usersmustbe providedwith the minimum privilegesnecessary
to performtheir job duties.

6 AWARENESSNDTRAINING

All SEDpersonnel,volunteers,interns, and contractorswith accesso SEDinformation systems
and/or informationmustcompletedata privacyand securityawarenesgrainingon anannual
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8.4 PHYSICAENVIRONMENT

x Controlsmustbeimplementedto ensurethe physicalandenvironmentalprotection of data
andsystems.

X Suchcontrols must be commensuratewith the level of data beingstored, transmitted or
processedn the physicalocationbut canincludeemergencyower shutoff, standbypower,
fire detection/suppressiorsystems,environmentalcontrols and monitoring, and physical
accesgontroland monitoring.

8.5 DATASANITIZATION

x All sanitizationand disposakechniquesmustbe performedin accordancevith SED’Secure
Disposabtandard.

x Allmediasanitizationanustbe tracked,documented,andverified.

X Sanitizatiomproceduresnustbe tested.

x Both electronicand hard copy mediamust be sanitizedprior to disposaltransfer, release
out of organizationakontrol, donation, or releasefor reuse,usingsanitizationtechniques

andproceduresasoutlinedinthl 0 1 Tf ( &y ¥AndAERTROVPA; i, BUI2ERENGra oL T U/ 16 1L TREOT
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9 MAINTENANCE

Repairsand maintenanceon all hardwareand software must be controlledand performedonly by
approvedpersonnel.Questionsabout approvalwill be addressedy the ChieflInformation Officer.
Securitycommensuratewvith the sensitivitylevelof the systemdatamustbeimplementedto protect
dataandinformation systemsrom unauthorizedaccessr modification.

X

All maintenanceactivities must be approvedand monitored by designatedsystem/facility
staff.

Tothe extentpossible all maintenanceactivitiesmustbe scheduledn advanceandapproval
grantedby the impactedparties.

All software patchesand updatesmustonly be deployedafter researchandtestinghasbeen
conducted in a development or test environment, where such test or development
environmentsexist. Unlessno test or developmentenvironment exists, software patch
and/or updatetestingon operationalsystemss prohibited.

x All systemamustbe reviewedon aregularbasisto ensurethat current patchesare applied.

Maintenancetools mustbe inspected approved,controlled,and monitored. All mediamust
be checkedor maliciouscodebefore beingintroducedto the productionenvironment.

A processfor maintenance personnel authorization must be establishedand a list of
authorizedmaintenanceorganization/personnemustbe maintained.

Sessiorand network connectionsfor remote maintenancemust be terminated when norA
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11 APPENDIA: GLOSSARY

Measureof confidencethat the security features, practices,procedures,
Assurance and architecture of an information system accurately mediates and
enforcesthe securitypolicy.

) Achronologicatecordof informationsystemactivities,including
Audit Log
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Hardware The physicalcomponentsof an information system. See Software and
Firmware

Theeffect on organizationabperations,organizationabssetsjndividuals,
other organizationspr the Nation (includingthe nationalsecurityinterests
of the United States)of a lossof confidentiality,integrity, or availabilityof
information or aninformation system.

Impact

An occurrencethat actuallyor potentially jeopardizesthe confidentiality,
integrity, or availabilityof an information systemor the information the
systemprocessesstores, or transmits or that constitutesa violation or
imminent threat of violation of security policies,security procedures,or
acceptableusepolicies.

Incident

Anycommunicationor representationof knowledgesuchasfacts,data, or
opinions in any medium or form, including textual, numerical, graphic,
cartographicparrative,or audiovisual.

Information

Information Resources Information and related resources suchas personnel,equipment, funds,
andinformationtechnology.

Information Security Theprotection of information andinformation sy [tin( )T(n)]TJ 5v 0.0006 Tc 6.587 0 Td |
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A discrete,
Information SystemComponent
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Information system(s)implemented with a collection of interconnected

Network components. Such components may include routers, hubs, cabling,
telecommunicationscontrollers, key distribution centers, and technical
controldevices.

Accesdo aninformation systenby a user(or a processactingon behalfof
Network Access a user)communicatingthrough a network (e.g.,local areanetwork, wide
areanetwork, Internet).

Maintenance activitiegonductedby individualscommunicatinghrougha
NonlocalMaintenance network, either an external network (e.g., the Internet) or an internal
network.

Protection against an individual falsely denying having performed a
particular action. Providesthe capabilityto determine whether a given
individualtook a particularaction suchascreatinginformation, sendinga
messageapprovinginformation, andreceivinga message.

Non rrepudiation

An entity of any size,complexity,or positioningwithin an organizational
structure(e.g.,astatedepartmentor, asappropriate,anyof its operational
elements).

Organization

An SEDemployeeor an individualSEDdeemsto haveequivalentstatusof
an employee including, for example, contractor, guest researcher,

Organizationalser individual detailed from another organization.Policyand proceduresfor
grantingequivalentstatus of employeesto individualsmay include needr
to rknowrelationshipto SEDand citizenship.

Information which can be usedto distinguishor trace the identity of an
individual (e.g., name, social security numjger, biometric records, etc.)
rsof@lor identifying information
[ dat e of

Personallyldentifiable Information
(PIor Personalinformation (PI)

Potential Impact ]
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SecurityControl

roi

Sanitization

Security

Actionstaken to render data written on media unrecoverableby both
ordinaryand,for someformsof sanitization extraordinarymeans.

Procesdo removeinformation from mediasuchthat data recoveryis not
possible.lt includesremovingall classifiedlabels, markings,and activity
logs.

A condition that results from the establishmentand maintenance of
protective measuresthat enablean enterpriseto perform its missionor
critical functions despite risks posed by threats to its use of information
systems.Protective measuresmay involve a combinationof deterrence,
avoidance,prevention, detection, recovery, and correction that should
form part of the enterprise’sriskmanagementpproach.

Asafeguardr countermeasurerescribedfor aninformation systemor an
organization designed to protect the confidentiality, the

of T TT PEGR@ TOBDQ3TTic (1h2) 2] OTTHHEpa T 0.2 T5060 1f (1 Tf ()T ()Tj/TT2 1 Tf4.397 0 Td (to)Tj /T1_0 1 Tf

d

as

n

c

c r e i, b e d

a

011BDC TT2 1 Tf -requirTf 0. Tc -25.545 -1.222 Td ((Control)Tj /T1_5 1 Tf ()Tj EMC /P <</MCID 1Tc ( /T52 1 Tf0.001 Tc -35.871 -3.7

V






DataPrivacyand SecurityPolicy

Vulnerability Analysis SeeVulnerabilityAssessment

Systematiexaminationof aninformation systemor productto determine
the adequacyof securitymeasuresjdentify securitydeficienciesprovide
data from which to predict the effectivenessof proposed security
measures, and confirm the adequacy of such measures after
implementation.

Vulnerability Assessment
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